Use of both Invisible and Emergable Watermarks to Deter Illegal Copying of Images  by Yamada, Takaaki
 Procedia Computer Science  22 ( 2013 )  401 – 410 
1877-0509 © 2013 The Authors. Published by Elsevier B.V.
Selection and peer-review under responsibility of KES International
doi: 10.1016/j.procs.2013.09.118 
ScienceDirect
17th International Conference in Knowledge Based and Intelligent Information and Engineering Systems - 
KES2013 
Use of both invisible and emergable watermarks to deter illegal 
copying of images 
Takaaki Yamada* 
Hitachi, Ltd., Yokohama Research Laboratory, Yokohama 244-0817, Japan 
Abstract 
Emergable watermarks become visible in content that has been copied under designated conditions so that their use should 
deter illegal copying. However, the message presented by an emerged watermark is easily removed from the copied content 
because it is visible to the copier. One way to overcome this problem is to also use invisible watermarks which are robust 
against removal. However, mutual interference caused by embedding two different types of watermarks would degrade the 
performance of both types. A method has thus been developed in which frequency filtering is used to divide the content into 
two types of region, one for embedding an emergable watermark and one for embedding invisible one. The emergable one 
is embedded in a plain large region with low spatial frequency while the invisible one is not. Experimental evaluation 
demonstrated that the image quality of an image with watermarks embedded by using the proposed method was improved 
better than that of an image watermarked using the previous method for embedding only emergable watermarks. 
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1. Introduction 
Digital watermarking, which helps protect digital content against illegal reproduction and distribution by 
embedding information into it, is one countermeasure against illegal copying. Various methods for embedding 
and detecting watermarks in different types of content have been developed [1, 2, 11,12]. The focus of the work 
reported here was on a method for embedding and detecting watermarks in image content. 
Three types of digital watermarks are typically used to deter illegal copying; visible, invisible, and 
emergable. (1) Visible watermarks such as a small logo in the corner of an image helps deter conscientious 
users from making illegal copies. However, their visibility degrades the image quality, and malicious copiers 
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can easily remove them. (2) Invisible watermarks, as defined here, are ones that are almost imperceptive to the 
human eye, but that can be detected by using an appropriate method. Methods using robust invisible 
watermarks are widely used for copyright protection [3-5]. Such watermarks are difficult to remove from an 
image and do not disturb image viewing. However, they do not directly work for copiers because they are 
almost imperceptible. (3) Emergable watermarks are overlaid on an image as noise that does not disturb image 
viewing [6-10]. They become visible if the image is copied under designated conditions; i.e., they pop up in the 
copied image in the form of a copy indicator. However, they can be removed from the copied image because 
they are visible. Those features are summarized in Table 1. 
One way to solve the problem with emergable watermark is to also use invisible watermark, which are 
hidden in the copied content and thus robust against being removed. However, embedding two types of 
watermarks in the same region of an image could create mutual interference, which would reduce the 
performance of both types. Although various dual image watermarking methods [13, 14] have developed, the 
author is unaware of any reports on this issue with emergable watermark. The approach of the method 
presented here is to use frequency filtering to divide the image into two types of region, one for invisible 
watermarks and one for emergable ones, considering the legibility of message that will pop up. The emergable 
ones are embedded in a plain large region with low spatial frequency, such as blue sky background, while the 
invisible watermarks are not. 
Section 2 reviews conventional methods. Section 3 describes the proposed method. The results obtained in 
an experimental evaluation are presented in Section 4. Section 5 briefly summarizes the key points and 
mentions possible future work. 
Table 1. Types of digital watermarks 
 (1) Visible  (2) Invisible  (3) Emergable  
Disturbance for viewing image Veiling image Almost imperceptive Perceptive, but not annoying 
Visual effect for copier Mark such as logo None (indirect effect) Copy indicator if designated 
conditions are satisfied 
Watermark robustness against removal Not robust Robust Not robust 
 
2. Conventional methods 
2.1. Invisible watermark methods 
Various algorithms have been developed for general-purpose image watermarking in both the pixel [3, 4] 
and frequency [5] domains. Many of those methods are robust against removal, meaning that they are suitable 
for the dual-embedding target application. It is generally possible to define a pattern of pixel values so that the 
probability of a false positive error can be mathematically calculated. A previously reported method [4] embeds 
watermarks by using such patterns, i.e., by changing pixel values to meet these patterns. It thus guarantees the 
avoidance of false positives by using patterns with a low probability. 
Consider, for example, the embedding of a watermark by changing some pixel values in an image. 
Watermarked image y’ is obtained by adding the estimated watermark pattern ep to the original image y. The 
estimation is based on the human visual system so that embedding in a plain region is avoided. The estimated 
watermark pattern ep is calculated using the estimated strength and watermark pattern, }..1|{ kimi  m . That 
is, 
epyy  c . (1) 
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The estimation value v  for watermark detection is obtained by calculating the correlation between the 
watermark pattern and the watermarked image, as given by  
my xc v . (2) 
A watermark is detected by comparing the estimation value v   with a previously defined threshold value. 
The original image is divided into regions, and the embedding process is applied to each region one by one. 
The detection process is done in the same way. 
2.2. Emergable watermark methods 
Many techniques for authenticating paper documents such as microprinting and using pearl ink assume are 
based on the assumption that dedicated devices or dedicated materials (such as paper and ink) are used [6–7]. 
Copy indicators, which are hidden in the original document, emerge in a copy of the document. The emergence 
of these indicators in print documents is due to the difference in resolution between the printer used and 
scanners within common copy machines. Since the smallest printable dots are natively smaller than the smallest 
copyable dots, specific dots (intentionally selected in advance) are not copied due to this difference in 
resolution. The dots that are copied create copy indicators in the copied document. 
Although the common copy function in a PC generates the same content as the original image content 
(meaning that a difference in the copied image cannot be made on a digital basis,) there are many use cases for 
copying with image processing. Special patterns that are sensitive to specific image processing can be designed. 
If such patterns are embedded in content, the patterns will change significantly if the designated image 
processing is applied [10]. 
Consider, for example, a one-dimensional source image as a set of N samples. This image can be expressed 
as a discrete signal in the time domain, source(t). Sampling is done by multiplying the continuous signal x(t) by 
a series of Dirac's delta functions at sampling frequency f = 1/T. These signals have a finite duration and are 
band-limited for an integer value (N). That is, 
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An image copied from the source image with scaling by using nearest neighbor interpolation can be 
expressed as a set of M samples, that is, as a discrete signal scaled(t). Samples in the scaled image are given by 
the corresponding nearest sample in the original signal for sampling duration rnT, as given by 
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The spatial frequency of the signal can be controlled so that the hidden messages appear under designated 
conditions. If the continuous signal for a message image is c(t), the residue signal is defined as a discrete signal 
that is sampled in c(t) for the same sampling duration, rnT, as that of the scaled image in Equation(4). A 
disappearing signal d(t) is noise that helps hide the residue signal. Watermark signal w(t) is given by 
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A “message,” such as a copy indicator, is embedded into a signal by calculating the signal of watermarked 
image w(t). It is calculated by superimposing the original signal s(t) and the watermark signal w(t). That is, 
NTttwtsts dd 0),()()(~ .  (6) 
From the spatial viewpoint, the designated image processing is scaling down from N to M for the number of 
pixels in the image. If the watermarked signal is copied with resampling under the designated sampling 
duration, “aliasing” arises because the sampling rate is below the Nyquist frequency and thus insufficient for 
capturing the changes in the signal [8,9]. That is, the message signal in the residue regions would remains while 
noise in the disappearing regions does not. The “message” thus emerges in the copied signal )(~* ts , which was 
copied by resampling the signal of watermarked image )(~ ts under the designated conditions. That is, 
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3. Proposed method 
3.1. Assumed use case 
Consider a photo archive that stores image files. These files may contain images showing personal 
information, copyrighted materials, trade secrets, and other types of images that need to be protected. When an 
authorized organization requests particular files, an official at the photo archive packages the files and sends 
them to the recipient. If the contents from the files were found by chance on a website, serious problems such 
as privacy violation, copyright piracy, and/or contract infringement would arise. 
One way to deter illegal copying is to use a digital watermarking technique. A watermark embedding 
process can be incorporated into the package creation process, as shown in Fig.1. Information such as the 
recipient's ID is transformed into an invisible form of watermark, and a message such as a copy identifier is 
transformed into an emergable form of watermark. Both watermarks are embedded in the image files. 
The recipient can re-encode the images in order to send samples by scaling them. In such cases, copy 
indicators embedded in the copied content automatically pop up. Such emergence of a watermark would deter 
viewers from copying and redistributing copyrighted images. Moreover, if a copied image is found by chance, 
the embedded ID can be used to identify the recipient who redistributed it, as shown in Fig. 2. 
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Fig. 1. Overview of proposed dual-embedding method. 
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Fig. 2. Deterrence of illegal copying by using digital watermarks. 
3.2. System architecture for embedding watermarks 
The legibility of the emerged copy indicators depend on the content. They are more legible if they are 
embedded in plain regions with low spatial frequency, so emergable watermarks should be embedded in such 
regions. In contrast, invisible watermarks can be adequately embedded in regions with high spatial frequency. 
The architecture of a system implementing the dual-embedding method is shown in Fig. 3. The system 
handles three types of input (original image file, embedded information and message data) and one type of 
output (watermarked image file). The process flow comprises seven steps: 
1. Read the original image file. 
2. Divide the original image into regions. 
3. Analyze the spatial frequency of each region using a frequency filter. (This is described in detail in the 
next section.) 
4. Set the flag value of regions with high spatial frequency as “region for embedding invisible 
watermarks,” and set the flag value of other regions as “region for embedding emergable watermarks.” 
5. Embed a watermark in each region on the basis of its flag value. 
6. Create the watermarked image. 
7. Write the watermarked image file. 
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Fig. 3. Architecture implementing dual-embedding method. 
3.3. Spatial frequency analysis 
The size of the regions into which the image is divided is determined so that the message that pops up is 
legible. The original image is thus divided so that the region size is the same as that of the character image that 
will pop up. 
The spatial frequency of each region is estimated using a frequency filter. Many of the methods available for 
frequency filtering can be used. The one adopted is based on Laplacian filters, which are commonly used to 
extract the edges of objects in image. The summation of absolute values of the output of the Laplacian filter for 
each region, Lsum, is used as an estimation value to determine which type of watermark should be embedded. 
A threshold value, Lth, is defined in advance. That is, if Lsum < Lth, set the flag value to “region for embedding 
invisible watermarks”; otherwise, set it to “region for embedding emergable watermarks.” 
3.4. Maintaining image quality 
Overlaying a dot pattern for print security on an original image obviously changes the background color 
from white to gray if the half-tone technique is used. Since a print image consists of binary data, such 
overlaying is commonly done by changing the corresponding pixel values from white to black, meaning that 
the direct current component in the overlaid image changes. This is why the changed background looks gray. 
Emergable watermarks can be embedded in a multi-level image so that they are less imperceptible to the human 
eye by forcing the signal power of the watermarks in a region to zero so that Equation (8) is satisfied. 
³  
NT
t
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0)(   (8) 
The signal of the emergable watermarks w(t) would be weakened if the watermarked image was encoded 
with frequency filtering. One way to make emergable watermarks robust against frequency filtering is to carry 
the corresponding pulse data in a residue region with a low spatial frequency. A wave-like form can be made in 
the sampling duration, rnT, by adding the negative value of the pulse data into the disappearing region at half-
period timing. This results in the satisfaction of Equation (8). 
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Note that the signal for emergable watermarks, w(t), does not consist of a complete waveform. The human 
eye can naturally follow a line or curve as shown by visual perception theory in cognitive science. If such a 
waveform was used, the hidden “message” might be easily perceived in the original watermarked image. Such 
an appearance would violate the use case shown in Fig. 1. Therefore, a perfect waveform is avoided. Moreover, 
the watermark signal is multiplied by strength g so that the hidden pulse data is less perceptible in the original 
watermarked image. Moreover, random noise h(t) is added to prevent a viewer from perceiving continuation of 
scattered pulse data. That is, a signal watermarked with a “message” is given by 
NTtthtgwtsts dd 0),()()()(~ . (10) 
3.5. Reducing effect on detection of invisible watermarks 
The detection of the invisible watermarks in an image could be disturbed by the embedded emergable 
watermarks. The effect of the emergable watermarks is reduced by setting watermark pattern m so that the 
correlation between the two types of watermarks is zero. Moreover, it is easy to remove the emergable 
watermarks prior to invisible watermark detection because they are perceptible to the human eye under the 
designated conditions. For instance, the regions corresponding to emergable watermarks could be painted in 
monotone style. 
4. Prototype and evaluation 
The proposed method was implemented in a prototype tool by combining the previous methods for invisible 
[4] and emergable [10] watermarking. 
4.1. Image quality of dual-watermarked image 
The filtering ratio is defined as the ratio of the total size of the regions for invisible watermarks divided by 
the total size of the image. Since use of not-annoying emergable watermarks requires watermark strength 
greater than that of almost imperceptive invisible watermarks, the higher the filtering ratio, the higher the 
image quality of the watermarked image. 
The peak-signal-to-noise ratio (PSNR) was calculated for three uncompressed images (A)—(C) compared 
with the original image: 
(A) Image with invisible watermarks in both types of region, 
(B) Image with emergable watermarks in both types of region, and 
(C) Image with both types of watermark at a 50% filtering ratio. 
The PSNRs were respectively 40 dB, 28 dB, and 31 dB. The PSNR for C, the image watermarked using the 
proposed method, was 3 dB than that for B, the image watermarked using the previous method [10]. 
Legibility of the copy indicators that emerge in a copied image with designated scaling is practically the 
same for both the previous [10] and proposed methods. 
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4.2. Invisible watermark robustness 
Since the emergable watermarks are embedded, the regions for the invisible watermark are narrower with 
the proposed method than with the previous method [4], in which an invisible watermark could be embedded 
anywhere. The effect on watermark robustness due to division into regions can be considered as burst noise in 
the watermarked image because the regions for emergable watermarks could be painted in gray prior to 
watermark detection. Such burst noise occurs in plain regions, where it is natively difficult to embed invisible 
watermarks using the previous method. Since plain regions are determined by filtering, watermark robustness 
depend on filtering ratio (1). In contrast, common burst noise, such as block noise due to packet loss during 
narrow-band communication, can occur spatially at random in a watermarked image. Therefore, watermark 
robustness with the proposed method (2) can be better than that with the previous method (3) with common 
burst noise, although it depends on the content. 
The watermark bit detection ratio for those three patterns of noise is plotted in Fig. 4. Watermark robustness 
was degraded with the common burst noise because watermarks were mostly embedded in spatially complex 
regions. This means that the effect on invisible watermark robustness due to also using emergable watermarks 
can be reduced to some degree. 
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Fig. 4. Watermark bit detection ratio against noise. 
4.3. Successful example in use of emergable watermarks 
Watermarked images were encoded in MPEG2, DVD-video format. It is viewable using a DVD player on a 
PC. As shown in Fig. 5, if a DVD-backup tool is used to copy the images, the user sees copy indicators in the 
background in the preview window. That is, the designated conditions are occasionally satisfied. Even if the 
designated scaling rate differs slightly from that of the content in the preview window, the quality of the 
previewed image is degraded. A conscientious viewer is thus deterred from making illegal copies. Even if a 
viewer ignores the copy indicators and copies the image maliciously, the invisible watermarks identifying the 
viewer could help identify him or her. 
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Fig. 5. Copy indicators emerged when images was copied with designated scaling. 
 DVD shrink is a software product licensed by DVD shrink. 
The sample video was ITE/ARIB standard video 2nd Ed. No.107 Women at harbor (circle dolly). 
4.4. Failure example in use of emergable watermarks 
In the same application as the successful case, the DVD data may be copied without copy indicators 
emerging (for instance, when the backup tool does not have a preview window). The copied video may be 
viewed without copy indicators being visible if a certain type of viewer is used. However, the watermarks still 
remain in the copied video. The conditions for viewing the copied video would differ from those for viewing 
the original one. If the conditions for viewing meet the designated conditions, the hidden message would 
emerge. In this case, secondary distribution of the illegal copy would be deterred. 
Some backup tools are equipped with an anti-aliasing filter that eliminates noise with a high spatial 
frequency before image scaling, meaning that the emergable watermarks do not pop up clearly in the preview 
window. Such a tool could be used for removing emergable watermarks from watermarked content. If an 
important region in the image has high spatial frequency, removing the emergable watermarks would damage 
the region and thus degrade image quality. 
Even if emergable watermarks do not work well, the invisible watermarks remain in the content and help 
deter illegal copying. 
4.5. Comparison with the  previous methods for dividing regions 
The previous methods for dual watermarking can divide an image into regions with high and low frequency 
based on discrete cosine transformation [12, 13]. However, they did not consider the legibility of emerged 
watermarks. Emergable watermark is natively effective in typical images that have plain large backgrounds 
[10]. If emergable watermarks are embedded in small plain region, they should not composite a pop-upped 
copy indicator, that is, they should simply degrade image quality. 
The proposed method divides the original image so that the region size is the same as that of the character 
image that will pop up, meaning that the message that pops up is legible, as described in Section 3.3. The 
combination of invisible and emergable watermarks can work in a complementary manner so that invisible 
watermark can work in such legibility-aware regions in where emergable watermarks should not be used. 
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5. Summary and future works 
The method proposed for deterring illegal image copying uses both invisible and emergable watermarks. 
Frequency filtering is used to divide the image content into two types of regions, enabling the two types of 
watermarks to be embedded in different regions. Copy indicators emerge in a plain large region of the image if 
it is copied under designated scaling conditions due to the aliasing effect. The invisible watermarks are hidden 
in a complex region of the image and can be detected, thereby enabling the content or illegal copier to be 
identified. Experiment results for a prototype implementing this method demonstrated that both watermarks 
work effectively without significant mutual interference. Use of this method should thus deter users from 
illegally copying and/or distributing copyrighted images. 
Although the method presented here is mainly based on the use of nearest neighbor interpolation, it should 
still be effective against other scaling algorithms. Further evaluation (subjective and objective tests), 
application development, and system security establishment remain for future work. 
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